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When Job Interviews Are Fake: Identifying Deepfake Scams

Since 2000, BCSI
Investigations Inc. has
performed thousands of
successful
investigations. Our
integrated team of
investigators and
support services ensure
that the investigations
are conducted promptly
with leading-edge
techniques.

With over 40 years of
combined experience,

Deepfake Job Scams

Scammers are posting fake job listings on popular job boards
and setting up interviews to steal personal information from job
seekers. The scams are meticulously set up, from a perfect
replica website to a deepfake interviewer. It can be hard to
identify scam interviews when a deepfake video is used.

These scams are designed to obtain personal information that
is typically provided when someone is hired. This can include
bank information for direct deposit, a driver's license, Social
Insurance Number, and other relevant documents. They use
this information to create fake IDs for sale or to steal a
person's identity.

How to Identify Deepfakes

Deepfake videos, especially live calls, are often shaky, and the
face moves unnaturally. Sometimes the voice won't match
what the lips are saying, or the eyes might move in odd ways,
or remain still for a long period without blinking. The video may
evoke a uncanny valley feeling, which can be caused by
inconsistent shadows and lighting, or blurry edges around the
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